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What is database forensics?

x Database forensics:

A The application of computer investigation and analysis techniques to
gather database evidence suitable for presentation in a court of law

A Retrace user DML & DDL operations

A ldentify data pre and post transaction
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configured DML or DDL triggers
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What is database forensic&?

x Why do we need it?

A Typical investigations have little focus on the database

Scope of Traditional Sr “~_  Scope of SQL Server

P . . . < - P . . .

Forensic Investigation e . *. Forensic Investigation
4 \ N

DB
h Ed
~_ server .

s
Database .”
4

Unauthorized Tl

U o Source: SQ8erver Forensic Analysievvie
Fowler

x The right approach taken by a major AV vendor this year
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What is database forensic&?

x I NBY Qi RFEGFO0FasSa a02NBR Ay |
typical investigation?

A 33 different data types many with differences in the way they are
stored and retrieved (example value: 21976)

Data type |On disk value |Retreived value

CHAR 3231393730 21976
INT DE55 21976
DATETIME (D55 343415960

A Random data without understanding the context is just random data:

0x300004000100FE01004B0049006E0074006500720066006100630
5003A0020003100390032002E003100360038002E0031002E003100
/700360020002D002D002D002000300078003800

ringzero
11/19/2009 S



Database artifacts

Resident SQL Server Artifacts
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A typical database attack

x Credit card data stolen viaZQLattack
A Pangolin exploitation video

Encrypted (SSL) Encrypted (TLS)
? :' 8
WAF  Web Server DB Server
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Incident Werification
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X

WFTSQIwftsgl <instance> <credentials>)

Bl CA\Windows\system32Ycrmd.exe - wftsql o] x|

L.
Copyright (C)> 2337 Monty McDougal
Releazed under the terms of the GNU General Public Li

Usage: wftSQL._bat [SQLserverl ====================== ====================================

Usage: wftSQL.bat [SQLserver] [SQLuser] [SQLpass]

Enter target S5QL Server Instance:

B SQLCMD

Cmd5 =H3@49C3782A66H64BACCYSBA1 4858643 »
B6:48:1?: Running *sglvrunsgl.bat’ [H2-1581
PLET

‘DBServerinfo.htm’
{md5 =E7@4FE2858BFFC?9955BEA3D47AB4189 >

B6:4@:28: Uerifying *sql~S55PFA_Configurations.sgl’ OK
{md5 BD648BBEH?ECB?HB?i?BHBEEEBSSC?FB)
06 :4B8:20: Uerifying ’sglsrunsgl.bat
Cmd% 33349C3?B2HEEBE4BHGG953614353643)
B6:48:28: Running *sglvrunsgl.bat’ [H3-158
COMPLETE
*Configuration.txt’
{md5=5BED62AZFAVDIDABEDAES B2 B2 CPCF?71A >
'Configuration.htm’
(md5=D2C372CABGIFSCA189753DA1L4F1FI52 >

06 =4B8:22: Uerifving ’sgl S55FA_RecentStatements.sgl' OK

Cmd5 DBG315F6996BC79?DBBBF286DCBSBD8E)
6 :4@:22: Uerifying ‘sqglsrunsgl.ba

Cmd% 33349C3?B2HEEBE4BHCC953614853643)

B6:48:22: Running *gglarunsgl._bat’ [H4-158
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Verifying if an attack has occurred

x  WFTSQL results

® Windows Forensic Toolchest™ (WFT)

Version 3.0.03

=@

Main > File Hashes Tools Security Resources

START

START TIME
SQL SERVER
Recent Activity v (mdS=FEDD1E9DF 1B76C877B8027B62E401B50)

’Ip)ﬂ Cache tools\sql'runsql bat -iISSFA_PlanCache sql > KEVVIE-PC12008_08_16\09_45_19'txt\PlanCache.txt
{Plan Cach

St Plan cache entries For assistance in analyzing this data please go to: www apphicationforensics com sal

Active Connections
Connections

Sessions

DB Objects & Users

Logins “Phﬂ&mhc.m (md5=DC1BSB9DE2CB3E479EEFEOF41CAC2D3F)
Datbase Users

Plan Cache

NON.COMMERCIAL USE ONLY

SSFA_PlanCache.sql -- List of cached database plans organized by database and last_execution_time in descending order.

m

- FROM ORDERS WHERE FirstName = '' UNION ALL SELECT 9,name,'',createdate,’'t','t',‘'t',’'¢c',"'t', '¢t','e", 't’' FROM
Database Objects FROM ORDERS WHERE FirstName = ' UNION ALL SELECT 9, name, 'text', 'texc’, 'text', 'texc', 'text', 'text!,'te
T_liﬂels FROM ORDERS WHERE FirstName = '' or 'a'='a‘
J FROM ORDERS WHERE FirstName = '' or 1=1 or ''='‘'
Agent Job History FROM ORDERS WHERE FirstName = '' and ''=''
CLR FRCM ORDERS WHERE FirstName = '' or ''=''
e FROM ORDERS WHERE FirstName = '’ UNION ALL SELECT 1, name, O, O,'A','A','A','A','A','A','A", 'A' FROM sysobje
Databases FROM ORDERS WHERE FirstName = '' UNION ALL SELECT 1, name, 'A','A','A','A','A','A','A','A','A', 0 FROM syscbj
DB Configuration FROM ORDERS WHERE FirstName = '°' SELECT 1, name, ‘'A','A',°'A’','A','A',°'A','A','A’,'A’', 0 FROM syscbjects WHERE
SQL Server Info. FROM ORDERS WHERE FirscName = '' UNION ALL SELECT 1, name, name, ‘A','A','A','A','A','A','A','A', 0 FROM syso
SOL Server C \ FROM ORDERS WHERE FirstName = '' UNION ALL SELECT 1, name, 0, 'A','A','A','A','A','A','A','A', 0 FROM sysobje
FROM ORDERS WHERE FirstName = '' UNION ALL SELECT 1, xtype, O, 'A','A','A','A','A','A’,'A','A', 0 FROM sysob)
M FROM ORDERS WHERE FirstName = '*' UNION ALL SELECT 1, 0, O, "A','A','A','A','A','A','A',"A’', 0 FROM sysobjects
Endpoints FRCM ORDERS WHERE FirstName = '' UNION ALL SELECT 1, name, xtype, ‘A',‘'A','A','A','A',’'A’,'A','A’', 0 FROM sys
AntaFyer Proce + ¢« FROM ORDERS WHERF FivsrNams = *'' [NTON ALY SELFCT 9. nama, xeuvne. ‘veaxe’. ‘reyxe'!. 'veaxe'. ‘rexe'. ‘vexe’.'rve
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Verifying if an attack has occurr&€d

X Hypnosis

EW C:\Windows\system32\cmd.exe - 0| x|

Kevvie Fowler kevvie.fowlerfringzero.ca
ringzero.ca applicationforenszics.com

Checking input file rules._.

Connecting to:PROD-8QLAS~onlinesales...
Database connection OK...

2QL Server version 7.00_3042_88 detected...
Interrogating databhase cache...

Done,. generating summary...

Interrogation summary <h:““~hypnosis_results._ txtd

> 241> malicious cache entries detected
> (41?>» cache entries analyzed <18-11-2007 2:88:3? PM - 16-11-28089 9:53:37 PM>

H:x>
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Verifying if an attack has occurré&e

Hypnosis results file (sample entry)

? || Pangolin db instance version enumeratipMov 10 2009 9:51PM || Nov
10 2009 9:51PM || Select * frorasfa.employeavhere fname='Mikaeld and
1=2 union all selechull,chaf94)+char(94)+char(94)+cast(@ @version as
nvarcha(4000))+char(94)+char(94)+char(9i,null,null--" || 1

& hypnosis_results.txt - Notepad
File Edit Format ‘iew Help

File

B RS RN IEEN AN B RS |

| L

Hypnosis v0.% -- by Kevyie Fowler r
Interrogation summary =

format: DB || Aaction || Date statement first executed || Date statement last executed || Statement syntax I

Pangolin db dinstance wersion enumeration || MWow 10 200% S9:51PM || Wow 10 2009 9:51pm || Select * from sst
Pangolin db name enumeration || Moy 10 200% S:51PmM || Mov 10 2009 9:51PFM || Select * from ssfa.employee v
Pangolin db instance name enumeration || Mow 10 2009 S:51PM || Nov 10 2009 9:51PM || select * from ssfa.e
Pangalin db current user context enumeration || Mow 10 2009 S:51pMm || Mow 10 2009 G:51PM || select * fron
Pangolin db group or role enumeration || Mow 10 2009 S:51pM || Mov 10 20059 S:51pMm || Select * from ssfa.e
Pangolin db server file system data retrieval || Moy 10 2009 9:52PM || Mow 10 2009 S9:52PM || select % fri
Pangalin db server file system data retrieval || Moy 10 2009 9:52pPmM || Mow 10 2009 S9:52Ppm || select % fre

£

| L
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