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About me

× Day job: Director Security Services, TELUS | backed by Emergis

× Night job: Security researcher, Ringzero

× Security industry contributions:
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What is database forensics?

×Database forensics:
ÁThe application of computer investigation and analysis techniques to 

gather database evidence suitable for presentation in a court of law

ÁRetrace user DML & DDL operations

ÁIdentify data pre and post transaction

ÁCƻǊ ǘƘŜ άǊŜŀƭ ǿƻǊƭŘέΥ bƻ ŘŜǇŜƴŘŜƴŎȅ ƻƴ оrd party auditing tools or pre-
configured DML or DDL triggers
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×Why do we need it? 
ÁTypical investigations have little focus on the database

×The right approach taken by a major AV vendor this year

What is database forensics? (2)

Source: SQL Server Forensic Analysis, Kevvie 
Fowler
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What is database forensics? (3)

×!ǊŜƴΩǘ ŘŀǘŀōŀǎŜǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ŦƛƭŜ ǎȅǎǘŜƳ ǘƘŜǊŜŦƻǊŜ ǇŀǊǘ ƻŦ ŀ 
typical investigation?
Á33 different data types many with differences in the way they are 

stored and retrieved (example value: 21976)

ÁRandom data without understanding the context is just random data:
0x300004000100FE01004B0049006E007400650072006600610063006
5003A0020003100390032002E003100360038002E0031002E0031003
700360020002D002D002D002000300078003800
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Database artifacts

×33 defined 
artifacts

×Artifacts contain 
traces of a past 
database attack

Source: SQL Server Forensic Analysis, 
Kevvie Fowler

Volatile

Non-volatile
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A typical database attack

×Credit card data stolen via a SQLiattack
ÁPangolin exploitation video
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Incident Verification



Verifying if an attack has occurred

× WFTSQL (wftsql <instance> <credentials>)
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Verifying if an attack has occurred (2)

× WFTSQL results
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Verifying if an attack has occurred (3)

× Hypnosis
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Verifying if an attack has occurred (4)

× Hypnosis results file (sample entry)

? || Pangolin db instance version enumeration || Nov 10 2009  9:51PM || Nov 
10 2009  9:51PM || Select * from ssfa.employeewhere fname='Mikaela' and 
1=2 union all select  null,char(94)+char(94)+char(94)+cast(@@version as 
nvarchar(4000))+char(94)+char(94)+char(94),null,null,null--' || 1
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Artifact Collection


